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Abstract

Open source/free software can be extremely powerful and valuable at little or no financial cost.  It does, however, include some risks: multi-platform network security concerns, a steep learning curve, and frequent policy restrictions to overcome.  This project overcame these concerns to make a powerful suite of open source tools available to interested students at no cost.  More specifically, the software package adheres to security constraints of the institution’s existing Windows-based network.  Accompanying the package is an easy to follow, web-based instruction manual allowing even novice users to install a dual-boot Linux/Windows operating system configuration.  Specialized programs validate user authorization and align Linux with existing network security settings.  This product answered a genuine need to provide students the opportunity to learn about Linux and its benefits as a fully-featured, application-rich, alternative operating system.  This paper includes the results from the initial implementation and fielding of the distribution in the dormitories as well as the specific analysis, development, design, implementation, and test details.  
1. Background and Motivation
The official mission of the United States Military Academy (USMA) at West Point is to educate, train, and inspire the Corps of Cadets so that each graduate is a commissioned leader of character committed to the values of Duty, Honor, Country; professional growth throughout a career as an officer in the United States Army; and a lifetime of selfless service to the Nation.  West Point provides students (cadets) with a broad undergraduate education culminating in a Bachelor of Science degree.  Students take a set of required courses followed by a major in a discipline of their choosing.  Those who choose the computer science major must complete the academy’s broad-based 26 required core courses as well as a 26-course curriculum of computer science-related courses and three electives dealing with networking and/or various advanced computer science/information technology fields.  The USMA computer science major is currently ABET-CAC accredited.  
One available elective is called CS489: Advanced Individual Study in Computer Science.  It is available with special permission from the Computer Science Program Director.  Students in CS489 propose their own research/study program or study under one already initialized from within the department.  Students must formalize proposals, design and conduct research, and, in some cases, implement their work for the benefit of the academy.   

The United States Military Academy has approximately 4,000 students.  Upon entry to the academy, each student is issued a personal computer.  These personal computers have specifications that are highly competitive on the market at the time of their selection and must satisfy the needs that each class will have in performing their academic work for the next four years.  USMA maintains a secure, 100 base-T local area network (LAN) connecting every student, instructor, department, and various resources to the Internet via a T3 connection.  The LAN is predominantly Windows-based.
  The average computer-user is familiar with Windows and/or MacOS.  Up to now, USMA computer science majors have had been able to learn and work in both the Windows and Solaris (UNIX) computer operating systems.  Linux is yet another operating system developed as a hobby by Linus Torvalds in 1991.  It runs very similarly to UNIX and, perhaps more importantly, it is free.  The source code for Linux software is developed under the GNU general public license and must remain freely available to the general public [5].  This open-source or free (OSS/Free) software is available for anyone to read or change.  Programmers and companies have developed a great deal of OSS/Free software (for various reasons) and Linux now provides the same functionality (or more) than Windows, but at little to no cost.  
The USMA Department of Electrical Engineering and Computer Science (EECS) believes that Linux is an important participant in the world of operating systems as well as a very useful tool to complement classroom learning.  USMA computer science majors should have first hand experience in using Linux to be more knowledgeable in their field.  The initial vision for this project was to provide students with a package that gives them the ability to use Linux on their issue computers in the dormitories while conforming to the concerns of those responsible for the network.  
1.1. related work
Several projects have pursued the integration of a Linux-based workstation on campus networks before.  Taking several different approaches, each of the following solutions allowed students to share the benefits of Linux.
1.1.1 the university of maryland, baltimore campus (UMBC)

UMBC developed a customized Linux distribution based on Red Hat 7.3 which integrates well with their network resources while providing enhanced security and other non-network related configurations.  The distribution is intended to work with UNIX resources on the campus network, such as the Andrew File System (AFS) which will be discussed in greater depth later.  Homepage: http://www.umbc.edu/oit/sans/core/umbc-redhat/
1.1.2 the imperial college of science, technology, and medicine (ICT) (united kingdom)
The ICT distribution provides a customized network solution for the ICT campus network.  Built on Red Hat 7.3, the ICT distribution provides a customized security and client configuration for end users on the campus network.  Using a built-in “cron” daemon, which is present on most UNIX and UNIX-like systems, the distribution updates itself nightly with the latest security patches available.  Homepage: http://www.ict.ic.ac.uk/resources/documents/academic/userdocs/linux/bultn/l201.htm
1.1.3 carnegie mellon university (CMU)
CMU developed a customized Linux distribution called Andrew Linux that operates within an extensive UNIX-based network of “Andrew Workstations”.  Andrew Linux operates in accordance with security measures inherent within the AFS, a non-native Linux file-system beyond the scope of this paper.  Homepage:  http://asg.web.cmu.edu/wks/linux/ 
1.2. significance
This project is unique because of the specific conditions and concerns that exist within USMA.  Also, it takes a different route from the other projects in requiring the operation of a Linux client on a Windows network.  Most other works of this nature involved either a Linux client on a UNIX network or creating a Linux server for Windows clients.  This is also the first official time at USMA that a Linux operating system was properly tailored for use in the barracks.
2. Project Development

As a starting point, an initial default installation of Red Hat Linux 7.3 served to reveal and even answer some of the problems associated with the project’s requirements and design.  Red Hat 7.3 was readily available at the USMA Information and Technology Operations Center (ITOC) and seemed to be a popular choice for similar projects.  Red Hat 7.3 would have satisfied the initial goal of providing students the ability to experience Linux because the USMA network relies on dynamic host configuration protocol (DHCP).  Essentially, a computer that uses the standard protocols TCP/IP to communicate with other machines over the network will appropriate an IP address automatically from the network host when it physically connects to the network.  Connecting to the network with DHCP requires no user or machine authentication for the basic Internet and public access privileges.  In other words, a username and password is only necessary for protected resources and privileges.  Red Hat 7.3, using TCP/IP, gained Internet access on the first try when it was simply plugged-in to the LAN.  This initial test configuration would have provided students with what was required to make Linux work (excluding policy requirements).  
However, strict policies exist regulating the way in which students may use their computers at USMA.  To gain permission for the use of an alternative operating system on issue computers and on the academy network requires approval from the Associate Dean for Information and Education Technology (IETD Head).  Furthermore, the computer science program director and approving authority for the CS489 class had special guidance for the course and suggestions on the project.  Finally, the Chief of the Client Training and Support Branch (CTSB) offered further requirements and guidelines.  Interviews and progress briefings with these personnel greatly increased the complexity and functionality of the project.

The IETD Head’s main concern was user authentication.  In Windows, each issue student authenticates his/her machine to a network domain server at start-up with a logon session by entering their personal password and user ID.  Alternative operating systems could potentially evade this authentication process, allowing users to take illegal or otherwise mischievous actions, and will take authorities much more time than usual in identifying the responsible individual.  Also, another operating system could create miscellaneous security holes in the network.  Furthermore, new patches fixing various security gaps periodically follow most operating system releases.  Students will have to be responsible for updating their operating system with the latest patches.  To summarize, the project’s final distribution must permit only authorized users to operate Linux on the network, provide a way to track those who do anything prohibited, and provide a method for updating the operating system with appropriate security patches when available.  The IETD Head also mentioned the use of DHCP and his concern that Linux support only a secure version of Samba.  Samba is an OSS/Free software suite for Linux that generally allows file sharing and other service-integration with Windows [3].
The computer science program director was concerned with security and functionality.  Students should be able to use Linux while maintaining the use of their original Windows operating system.  The director suggested taking a look at the National Security Agency’s Security Enhanced Linux (SELinux) distribution and a security hardening script known as Bastille Linux.  The director envisioned that the target group for installation be computer science majors and/or those with some background in computing that could handle the specific constraints of the project, the installation procedures, and showed an interest in using Linux.  The final distribution should also include useful software tools: an office-like suite and browsers that would make Linux a practical choice for students to use on a regular basis.
CTSB emphasized the need for constant security updates, patches, and bug-fixes, network cohesion, genuine authentication, anti-virus software, and consideration for long term support (five years from now).  The campus network registers each computer to one of the domain servers using the user’s id and password and the preset machine name.  An acceptable solution would have to prevent any possibility for two computers to appear on the network with the same machine name at the same time.  Linux users would also be required to log on to Windows at least once per week to obtain critical updates that CTSB puts out.  Many members of CTSB also expressed their desire for a seamless solution in which Linux would have nearly identical functionality to any other Windows XP/2000 professional machine.  A final recommendation was to provide alternate domain server addresses in the logon program (discussed in the “Design: network authentication” section) for better functionality.
2.1. distribution requirements
A Linux distribution allowing students to use Linux on the network while satisfying the demands of the authorizing department figures above would incorporate: network authentication and accountability, a security-conscious implementation, useful software applications, a dual Linux/Windows configuration, and some way to communicate with networked Windows resources.  Logically, other design decisions featured: selecting one of the many Linux distributions, creating some sort of tutorial for students to learn about Linux and how to install it, and some way to package the final distribution for student installation.  Implied in the assignment of this task as an academic course was that the distribution should also be free or very inexpensive.
3. Design
The final design for the Linux distribution is the result of an iterative process of analyzing, developing, and testing several different aspects of the project requirements.  This section is broken into each piece of the design: distribution selection and added software, network communication, network authentication, security, and the dual operating system choice.  In-process testing/analysis and experimentation lead to immediate feedback and occasionally some good ideas and were a key part of the design process for all sections.
3.1. distribution selection and added software
Versions of Linux considered for this project were (based on student and faculty recommendations, author familiarity, and popularity): NSA Security Enhanced Linux, Red Hat, Mandrake, Lycoris, Slackware, Xandros, and Debian.  Usability and cost were the two main selection points.  Table 1 shows a brief comparison of distribution characteristics and composes a decision matrix to help in making a final choice.  The Linux Kernel on each distribution supports all platforms (x86, IA64, Sparc, Alpha, Mac, etc.).  Popularity, though perhaps the least obvious aspect, is extremely important because it will influence the approval and frequency of use of a distribution on the world market in the future, which drives the degree of open source community support.
Table 1 linux distribution comparisons

	Distribution
	Cost
	Popularity
	Advantages
	Disadvantages
	Ease of Use
	Installation

	NSA SELinux
	Free
	Low
	Highly Secure; kernel-level integration of Access Control Lists.
	Non-standard distribution; heavily modified kernel.
	Low
	Difficult

	Red Hat 8.0 Personal Edition
	Free
	High
	Well supported and accepted in the commercial sector.
	GUI hides system operations; includes many new/untested packages.
	High
	Very Easy

	Mandrake
	Free
	Medium
	Red Hat derivation with compatible benefits.
	Less technical support available.
	High
	Very Easy

	Slackware
	Free
	Medium
	Very stable/secure; well-tested software.
	Console oriented; difficult for novice users.
	Low
	Difficult

	Xandros
	$99
	High
	Native Windows network compatibility.
	GUI hides system operations.
	High
	Very Easy

	Debian
	Free
	Medium
	Very stable; easy upgrades and customization.
	Console oriented; difficult for novice users.
	Medium
	Easy


The final distribution features Red Hat 8.0 personal (the downloadable version with the 2.4.18-14 kernel) [8].  Red Hat is a popular Linux distribution, especially for commercial use.  Red Hat 8.0 includes an excellent graphical user interface that makes the transition from Windows to Linux as easy as possible.  Its graphics adequately inform the novice computer user, it provides the functionality for more experienced users, and it can handle a wide variety of platform-specific concerns on its own – making the installation process extremely simple.  Also, it is sufficiently customizable (see section 3.2.) to meet the design requirements for this project.  Finally, RH8.0 includes a very large software suite with office type applications and software development packages that meets the everyday-use software requirement.  The only additional piece of software is a small shell script that sets arguments for gdmXnestchooser (which runs Xnest - a nested X-Windows server), allowing users to more easily access EECS UNIX accounts.
3.2. network communication
This issue resolved itself during the initial test with RH7.3.  Since Red Hat 8.0 connects to the network via DHCP, it can use the network’s Internet connection with no more than a physical connection.  Also, the Samba software suite allows users to view network resources using a browser like Mozilla or a file viewer like Nautilus.  Additionally, the incorporation of Gnome 2.0 (specifically, gnome-vfs and gnome-vfs-extras) allows users to run the standard Gnome file manager (Nautilus) and access server message block (SMB) shares as on a Windows workstation.  Global network settings, such as the Windows Internet name service (WINS) and other resource information, must be configured to the USMA network in the Samba configuration file “smb.conf” (located in /etc/samba/).  The Samba configuration file used for the USMA network is available from the authors.  
3.3. network authentication
The most sophisticated part of the design process was satisfying this requirement.  Ideally, authentication would exactly mimic the logon process for Windows XP/2000 professional.  However, developing software to accomplish this goal far exceeded the boundaries of the course.  Existing technology, such as pam_smb [1], is supposed to authenticate UNIX users on a Windows server, but it proved too difficult to configure properly in the time allotted for the course or just did not work in this environment.  However, an inventive interim solution that accomplishes this requirement became evident in the process of learning about how Linux and the USMA network interact.
Red Hat 8.0 contains a software package known as Samba.  Samba (Client) lets Linux mount Windows network drives, permitting file sharing and other services such as printer servers.  Samba can take a username and password and mount a network directory to a local mount-point if the provided credentials constitute an authorized user for that folder.  A command for the Linux terminal that executes this would have the form: 

“smbmount //netdirectory2mount/ /localmountpoint/ –o username=foo, password=bar “.  With some knowledge of how the USMA network operates, this command can be used to authenticate a user.
When a student logs on to a USMA network domain, the student must provide a username, password, and specify a domain.  All student domain servers run a logon script called “logonscript.bat”.  This script is located in a folder named “netlogon” and is visible to anyone who logs on.  Running the smbmount command will let Samba Client mount the “netlogon” folder to a Linux machine only if the username and password correspond to a set that already exists on the domain.  Basically, only authorized network users can mount “netlogon”.  To check that this directory is mounted to the local machine, a positive search result (using the terminal command “ls /localmountpoint | grep logonscript.bat”) for “logonscript.bat” in the local directory will suffice, since this file always exists in the folder “netlogon”.
The final distribution includes a C program (C development software is included with Red Hat) that makes system calls to the machine.  This program effectively validates an authorized user by creating the necessary smbmount command from the user-entered username, password, and domain and then checking that it successfully mounted “netlogon” for that domain.  Any program will run (in the console) before the user actually logs on to the machine (before it can be used) if it is called in the Linux system file /etc/rc.d/rc.local .  Calling this C program in this way means that a user may only use his/her Linux machine if he/she is an authorized USMA network user.

The following features coded into the C program ensure that users must authenticate and provide increased functionality.  The C program only exits if the user can successfully mount “netlogon” or chooses to restart/shutdown the machine.  This condition holds even over the interrupt (ctrl-c), stop (ctrl-z), and quit (ctrl-\) signals which are disabled using the C package <signal.h> (for example to disable ctrl-c: “signal(SIGINT, SIG_IGN)”).  The program also checks the status of the network connection and informs users of network problems via the instruction system("/sbin/ifup eth0"), which will result in the presence of “dhclient-eth0.pid” on the command system(“ls /var/run | grep dhclient-eth0.pid”).  More features are covered in the “security” section below.
In order for network administrators to determine when students log on to the network (and to hold students accountable for mischief), “logging” must be enabled for the “netlogon” folder on each domain server.  This Windows function will track which users access this folder (during the logon program on boot up).  An administrator may then determine which Linux users are on the network at any given time by checking the log.
Programming with C provided flexibility (compared to using a shell script) and the ability to hide the source code by installing only the compiled executable.  This provides some security through obscurity from any users who might try to compromise the program.  This level of security is appropriate for this area because there are no network controls that prevent someone from using his/her own Linux distribution, and students must agree not to change the distribution’s setup after gaining permission to install Linux.  The C program source code is available from the authors.
3.4. security
The USMA network runs behind its own firewall and Linux has many built-in security features, but additional security measures help to create a multi-layered security foundation.  During installation, students will select the workstation install type.  The workstation install has a built-in iptables configuration (kernel-level packet filtering capabilities) and will not install many unnecessary and potentially insecure server programs (like full Samba, Apache, Xinetd, SSH), thus eliminating any security holes that accompany them.  A local iptables ruleset stored in /etc/rc.d/rc.firewall restricts access to services like Sendmail, the local printer, X-Windows, and the Xfs font server.  Also, the installation package installs and runs Bastille Linux version 2.0.4 – a robust and comprehensive security hardening script that reconfigures the internal security mechanisms of Red Hat to meet the security standards of the USMA network, supports Red Hat, and is extremely easy to use [4].  The C programs’ security features are discussed in the paragraph below.

Only the compiled executables (not the source code) for the C programs are included in the distribution.  This inhibits anyone from learning how the configuration works so that it cannot be easily compromised.  The C logon program contains the following security features: disabled console echo on the entry of a user password (using the C line: system(“stty raw -echo”); ), the program will exit if run with “netlogon” already mounted (to prevent users from learning about how it works), and the use of pipes to hide the output (and therefore the technique) of the program from the user.  Another C program was necessary for the installation process and is discussed in the “Implementation” section.
3.5. dual operating system choice
There are two options for configuring a dual operating system: setting up a virtual machine or a dual boot.  A virtual machine setup would mean that one operating system could run inside another – it would run just like a program, which is convenient.  However, a license for virtual machine software (VMware) costs around $300 each and requires additional hardware capabilities [9].  Switching operating systems in a dual-boot configuration requires restarting the machine each time, but it costs nothing.  The trade of convenience for price was not suitable and so the final distribution features a dual-boot.  
4. Implementation
The contents of the installation package include three Red Hat 8.0 CDs, one PartitionMagic CD, and one CD containing a standard “tarball” compressed file called, “install.tar.gz”, to alter the system initialization routines and install all necessary files on the hard drive.  The tarball holds the customized ”smb.conf” file, the C network authentication program (“logon.c”), the Bastille 2.0.4 RPM (Red Hat Package Manager), and another C program (only the compiled executable called “installer”) that installs everything for the USMA network.  Instead of relying on a pre-determined and fully-automated installation, users experience installing an Red Hat (before the tarball) as a means of beginning their learning process about Linux and gaining a better understanding of how it works.  

More specifically, the C install program installs the following packages in RPM format: perl-Tk (which allows perl scripts to use the Tk programming language to create an interactive, platform independent interface (one that is not dependent upon compiled code), perl-Curses (which allows perl to call on the Curses programming interface for command line use), pwlib (which allows perl to work with the security architecture on the distribution), PAM (Pluggable Authentication Modules for Red Hat authentication–requiring programs), and Bastille v2.0.4 (the security hardening package).  Beyond these packages, the program installs several system configuration files: /etc/samba/lmhosts (for Samba NetBIOS address resolution), smb.conf configured to interact appropriately with the network, config (a preset configuration file accessed by Bastille during installation), an updated /etc/rc.d/rc.local (a file accessed by the system initialization program 'init' following the initialization of all other baseline programs) which calls the C logon program (/bin/logon) prior to system logon, /root/.bashrc (which sets the local defaults for the root user in order to provide better command-line functionality), and /usr/bin/exceed (a shell script written to configure gdmXnestchooser to allow new Linux users to more easily access EECS department UNIX servers for their academic work).
4.1. dual operating system setup
The USMA EECS department has 100 site licenses for PartitionMagic 7.0, with 10 devoted to this project.  Creating a dual-boot requires dedicating hard disk space to the alternative operating system.  PartitionMagic works in Windows to create a new partition of a user-specified size by resizing the current hard drive partitions.  It also moves all existing data properly so that nothing is lost.  The new drive must be formatted into the Linux native ext2 or ext3 file system.  (Windows partitions take the form of VFAT or NTFS.)  A separate drive for virtual memory (formatted into swap) is also necessary, with a recommended size of about two times the host machine’s RAM.  It does not matter which partition goes first and normally PartitionMagic will choose the order automatically.  
When installing Red Hat, one of the first steps is to dedicate a hard drive partition.  Disk Druid (vs. fdisk) is an easy way to select the partition for the Linux hard drive, created with PartitionMagic, and assign it as the root partition (“/”); it is similarly easy to assign the swap drive.  Installation instructions (see section 4.3.) that complement the distribution explain, in detail, how to do all of this.

4.2. installation package

To install the distribution, students first install Red Hat 8.0.  The installation process can be done graphically and is very simple to follow.  Defaults will work in most cases except that the user must follow the dual OS setup mentioned above, choose the workstation mode, and include the Samba Client package.  Details for this process are in the installation guide.  For the next step, users must install and run the provided post-installation software package; a C program called “installer”.  This program properly configures the system, including the installation of Bastille.
4.3. tutorial/installation guide
A website on the LAN serves as an installation guide, a tutorial about Linux, a list of several Internet resources, a brief description of what is in the distribution, how to do some useful things (email, instant messenger, access network resources), and lists the rules associated with using Linux on the USMA network.  The installation guide is a thorough and detailed set of instructions for installing Linux with the appropriate configuration and was developed iteratively as the project was developed and tested.  The website and installation instructions are available from the authors, since the website is only visible from within West Point.
4.4. beta tests
The distribution was tested on eight machines, including at least one from each graduating class year (since each class is issued different computers).  The student testers’ computer savvy ranged from computer science major to the typical student.  In every case and on the first try, the testers encountered no serious problems.  Beta testers were given only the installation CDs and a link to the website.  After some small initial configuration fixes based on early feedback, Red Hat 8.0 and the additional software worked well on all platforms and operating systems.  Table 2 lists computers used in the testing process.  Tester feedback, in the form of a one-page list of questions on the installation process and initial performance of the distribution, was a critical part of the iterative design phase.
Table 2  tested computers
	Class  
	Description
	Operating System

	2003
	DTK w/Pentium 3 @ 450MHZ
	Win NT 4.0

	2004
	DTK w/Pentium 3 @ 733MHZ
	Win NT 4.0/Win2k

	2005
	Dell w/Pentium 4 @ 1.3GHZ
	Win2k Pro

	2006
	Dell Latitude w/Pentium 4 @ 1.8GHZ (laptop)
	WinXP Pro


4.5. agreement terms

Students who volunteer to install Linux must agree, as part of the installation process, to the following conditions and sign an agreement form:  that the students will be responsible for keeping up with Red Hat security patches, updates, and bug-fixes, that the students will not make serious changes to the distribution (potentially troublesome) without consulting a project author (like kernel upgrades), that the students will receive a lower priority for technical support from CTSB, that the students will logon to Windows once per week (for critical windows updates), and that the students understand the student computer rules for USMA – that is the United States Corps of Cadets (USCC) Standard Operating Procedures (SOP).  
5. Summary

The final distribution is somewhat less than ideal but it meets the current requirements.  The project’s authentication process is a compromise because full functionality (where Linux would act just as another Windows machine on the network) could not be achieved in the available time (one semester).  Still, students are now able to install Linux and begin using it on the USMA network in a way that satisfies all concerned departments and authorities at the United States Military Academy.  Users of this project’s Linux distribution must provide a valid username and password to begin Linux, the installation process includes security features such as the Bastille v 2.0.4 security script and a workstation install, authorities may track users by monitoring the “netlogon” folder, Red Hat 8.0 comes with many useful office-like software applications, and students can switch between Linux and their original Windows operating systems.   This is the first time that students, including most computer science majors, will have the opportunity to work with Linux first hand.  The Linux package will provide valuable experience and an education to its users.  The final package of five CDs, this paper, and presentations to EECS and CTSB constitute the final course requirements for CS489.  Implementation in the dormitories for computer science majors began in February 2003.
6. Future Work

In the following semesters, other students will have the opportunity to improve upon this project.  Also, much improvement would have been possible with more time.  Eliminated from this project due to time constraints are the following ideas: incorporate integrating CodeWeavers CrossOver Office [2] into the package (enabling the operation of Microsoft applications – a great convenience to students); anti-virus software (perhaps DOD-licensed Symantec software); an ftp server (on the LAN) that automatically updates each Linux user (using a cron job) with the latest Red Hat security patches, updates, bug-fixes, anti-virus updates, and (optionally) other useful software; a dedicated network folder, shared only to authorized Linux users, to mount instead of “netlogon”; increased robustness in the logon program by incorporating alternate domain server addresses in case one should fail.  Finally, it will be important to figure out how to configure a smoother and sounder user authentication process with approved protocols like Kerberos [6], pam_smb (see section 3.3.), and pam_mount [7] take the place of the interim logon program.  
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