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Information visualization Is the use of
INteractive, sensory representations,
typically visual, of abstract data to
reinforce cognition.

http://en.wikipedia.org/wiki/Information_visualization



Why InfoVis?

o Helpsfind patterns

» Helpsreduce search
Space

« Alds efficient monitoring

e Enablesinteraction
(what if)

e Help prevent
overwhelming the user



So What?

Go Beyond the Algorithm

Help with detecting and understand some O
day attacks

Make Root Wars & CTF a Spectator Sport
Help find insider threats

Stealth might not be so stealthy

Help visually fingerprint attacks/tools

What tasks do you need help with?



Packet Capture
Visualizations
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EtherApe

File  Capture  ¥iew Help
> o om | ¥ W
Pause Sop Pref.  Prot.
Protocols
] )
ROLTE 193.62.15% 66 .E rchu.arin, net
calcuttal . flora.ca
pdump.org
194.255.126.
. sandelman. attawa.on.ca
g3.NSTLD.COM L e 229
TCP 192.26.92.32
a3.NSTLD.COM QAR VAN CEN.NIPR
nsi.cs.uclacuk
2.NSTLD.COM
E.NSTLD.CD."L
- 2.NSTLD.CO!
Tl R b DOMAIN a2.NSTLD.COM
EI° Eol ceplre By Too l.gtid—servers.net salskin. .Em niund.dk
No.[Time [source Destination [Protocal Jinfa fr.gtid—servers.net ~ ROOT-SERVERS.NET
1 0.000000  00:80:c8:11:bd:et FEffFRiffffiff ARP Who has 192.168.1.27 Tell 192.168.1.1 19) 2
2 0.000400  00:80:c8:33:1e:56 00:80:c8:11: ARP 192.168.1.2 is at 00:80:cB:33:1e:56 T = 43 T s s
e | 639 Rip2- ROUTERS MCAST.NET
5 0.997976  uranus. heaupeyrat com 192.168.1.2 ICHMP Eche (ping) request Rt ? 22 190 10
£ 0.9308473  192.168.1.2 uranus. beaupeyrat . com TCMP Echo (ping) reply {ﬁ 1
7 96,726932 192.168.1.2 192.168.1.255 SMB SMBLrans Response f.fﬂﬂ ’?
8 246.703534 192.168.1.2 142.168.1.255 SMB SMBErans Response

IHeading cata from hmel in IP mode

[E-Frame (38 on wire, 3& captured)
Arrival Time: Feb 24, 2000 00:16:
Time delta From previous packet:
Frame Number: 4

Packet Length: 98 bytes

Capture Length: 38 bytes
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TCP Dump

Ethereal

EtherApe

Tcpdump image: http://www.bgnett.no/~giva/pcap/tcpdump.png
TCPDump can be found at http://www.tcpdump.org/

Ethereal image: http://www.linux-
france.org/prj/edu/archinet/ AM Sl/index/images/ethereal .gif
Ethereal by Gerald Combs can be found at http://www.ethereal .com/

EtherApeimage: http://www.solarisdyou.dk/sniffersSS.html
Etherape by Juan Toledo can be found at http://etherape.sourceforge.net/



Target: v president kz - Trace Save Trace

dTiace | aslit | Seting | About
I Statistic = = visay vith DpnGL
mq O u e | History s R G ’;| ) 1] Drae Chart o otate OpenGL Seftings
V . aI . a -

WINNTA\Spystem32\.command com 5

C\>tracert jefferypsanders.com

over a maximum of 3@ hops:
1 ms i ms s 192.168.8.1
cdm—66-185-1-pine.cox-internet.com [66.7

172.16.1168.1

12.119.71.133

ghr2-p59 .hsitx.ip.att.net [12.123.212_18 0 g SR
gher3-p4@.dlstx.ip.att.net [12.122.2_97]
ggrl-p36@.dlstx.ip.att.net [12.123.16.24
posl-3.corel.Dallasl.Level?.net [209.245

Tracing route to .jegf}erypsandem.cnn [66.218.65.1251

W EARAL N

s0-3-8-8.mp2.8anJosel .Level3d.net [64.159.1.1381

gige1@-8.ipcolod.Sandosel .Leveld.net [64.159.2.4 X trmeroute

ms cust—int.levell.net [64.152.69.181

ns ge-1-3-@.msrl.pao.yahoo.com [216.115.18008.158]
ng v1li1@_basl .scd.yahoo.com [66.218.64.134]

ns pwebl .geo .vip.scd.yahoo.com [66.218.65.1251]

Trace complete.

basic traceroute/tracert

3D TraceRoute Developer: http://www.hlembke.de/prod/3dtraceroute/
XTraceRoute Developer: http://www.dtek.chal mers.se/~d3august/xt/



Intrusion Detection System Types

e Host-based intrusion-detection isthe art of detecting
malicious activity within a single computer by using
— host log information
— system activity
— VIrus scanners

* A Network intrusion detection system is a system that
tries to detect malicious activity such as denial of service
attacks, port-scans or other attempts to hack into computers

by reading all the incoming packets and trying to find
Suspicious patterns.

http://en2.wikipedia.org/wiki/Host-based_intrusion-detection_system
http://en2.wikipedia.org/wiki/Network_intrusion_detection_system



tcpdump
(pcap, winpcap, snort)

Perl
(c/c++)

Perl
(c/c++)

xmgrace
(GNU plotutils
gtk+/openg|
html)

Ethernet

l

Packet Capture

l

tcpdump
capture

Parse

Process

Plot

files




|nformation Visualization Mantra

Overview First,
Zoom & Filter,
Detalls on Demand

= Ben Shnelderman

http://www.cs.umd.edu/~ben/



Overview First...

(@ tcpdump.log - Ethereal 10l =|
File Edit “iew Capture Analyze Help
T =
o) ][ x [@[8] R[] #DEX E
Ma. . |Time ‘Suurce |Destinatinn |F'rc|1cu:cul [ ﬁ
1 0. 000000 10.1.3.1 = = FTF Response: 530 Login -
2 c 1. =LA 530 Login -
3 [ P T 16.1.100.3 FTP 0 Login
' i1 = 10.1.100.3 FTF Response: Nain
il L995338 10.6.1.251 10.1.4.4 TCP [TCP Zerowindow]
B 1417.022253 10.6.1.251 10.1.4.4 TCP [TCP Zerowindow] ftp
71417.032157 10.68.1.251 10.1.4.4 TCP [TCP Zerowindow] ftp
8 1417.073243 10.6.1. 251 16.1.4.4 TCP [TCP Zerowindow] ftp
9 1417.14401% 10.8.1.251 10.1.4.4 TCP [TCP zZerowindow] ftp
0 1417.163352 10.6.1. L1.4.4 [TCP Zerowindow] ftp
11 1417.17 10.6.1. L1.4.4 Zerowlinodow
L 214781 LB.1.251 10.1.4.4 TCF [TCP Zerowindow] ftp-
13 1417.308616 10.6.1.251 10.1.4.4 TCP [TCP zerowindow] ftp
14 1417.333711 10.6.1.251 10.1.4.4 TCP [TCP Zerowindow] ftp
15 1417.42514% 10.6.1.251 10.1.4.4 TCP [TCP Zerowindow] ftp
16 1417.4431%4 10.6.1.251 10.1.4.4 TCP [TCP zZerowindow] ftp
17 1417.485418 10.6.1.251 16.1.4.4 TCP [TCP Zerowindow] ftp
18 1417.534217 10.6.1.251 10.1.4.4 TCP [TCP zZerowindow] ftp
19 1417. 808517 10.6.1.251 10.1.4.4 TCP [TCP Zerowindow] ftp
20 1417.687446 10.6.1. 251 10.1.4.4 TCP [TCP zZerowindow] ftp
21 1417.745307 10.08.1.251 10.1.4.4 TCP [TCP Zerowindow] ftmo
Mgl 2= on wire, 60 bytes captured) Y
H Ethernet II, srce el Dst: 00:05:9a:50:70:09
H Internet Protocol, de - B ’ _ - r 10.1.4.4 (10.1.4.4)
E Transmission Control Protocol, src Port: ftp-data (200, Dst Port: echo (7), seq: 0, ack: 0,
£
1-\-\\' 111111 !’
0000 00 05 9a 50 F0 09 00 06 S5k 04 20 14 O3 00 45 00 PR L = E.
0010 00 28 13 42 00 00 fd 06 90 Fc 0a 06 01l fh 0a 01 SUENERS: e eEsE;
0020 04 04 00 14 00 O0F 00 07 13 4e 00 00 00 00 50 020 L....... P
0030 00 00 82 6d 00 OO0 0O Q0 00 0O QO 0O .m.
Fi
M| J M Apply |Fi|e: tepdurmnp. log




{@ tcpdump.log - Ethereal =1o1x]

File  Edit ‘iew Capture  Analyze Help
FTF Response: 530 Login - Z I I l

)| B> @5

Mo, . Time
0. 000000 10

LE1

1 £B

3 . I FTP Response: 530 Login -

4 FTP Response: 330 Login - [

5 1416.995338 10.6.1. % TCP [TCP Zerowindow] ftp

6 1417.022253 10.6.1. Display FIEs." TcP [TcP zerowindow] ftp. I a‘

7 1417.032157 10.6.1. TCP [TCP Zerowindow] ftp-

8 1417.073243 10.6,1, Mark Packet Tcp [TcP zerowindaow] frp. LI

9 1417.144019 10.6.1. Time Reference - ) TCF [TCP Zerowindow] ftp-
10 14171163352 10161 oy - =10/
11 1417.177927 10.46.1.
12 1417.214781 10.6.1. Prepare - File Edit “iew Capture Analyze Help
13 1417.308616 10.6.1. - S — = == —
14 1417.333711 10.6.1. Coloring Rules...
15 1417.425140 10.6.1. Print...
T i et 1o e T Show Packet In New Window ; i ‘F'mtucnl
18 1417.534217 10.6.1.251 10.1.4.4 G Ao e sponse: 530 Login Th
19 1417.608517 10.6.1.251 10.1.4.4

20 1417.687446 10.6.1.251 10.1.4.4

21 1417.745307 10.6.1.251 10.1.4.4

(=

HFrame 2 (38 hytes on wire, 88 hytes captured)
EHEthernet II, src: 00:05:9a3:50:70:09, Dst: 00:06:5h:04:2
H Internet Protocol, sSrc addr: 10.1.3.1 (10.1.3.10, Dst A
B Transmission Control Protocol, src Port: ftp (210, Dst
B File Transfer protocol (FTR)

=

0000 00 08 Sho04 20 14 00 0% 9a 50 YO 09 OF 00 45 00
0010 00 4a 27 d9 40 00 3F 058 98 cf Qa 01 03 01 0a 01
0020 &4 03 00 15 82 39 82 cf 83 dc fe 06 b9 8d 80 18
0030 16 a0 07 42 00 00 01 01 08 0a 00 04 b2 2d 01 2d [

0040 3¢ 91 35 33 30 20 4c 6F 67 69 e 20 &9 Ge 63 of . =35 b - T d) """ g
- Frame wtes on wire, wtes capture
Fitter| /] Reset| A | @ et hernet II, Src: 00:05:9a:50:70:09, Dst: 00:06:5h:04:20:14
H Internet Protocol, src addr: 10.1.3.1 (10.1.3.1), Dst addr: 10.1.100.3 (10.1.100.3)
B Transmission Control Protocol, src Port: ftp (21), Dst Port: 33337 (33337), seq: 0, ack: 0,
B File Transfer Protocol (FTP)
ihl 111111 o
0000 00 06 5h 04 20 14 00 05 93 S0 F0 09 05 00 45 00 eoile vus PP...E:
0010 00 4a 27 d9 40 00 3F 06 98 cf 0a 01 03 01 0a 01 SORTAEERE RNEe e
0020 64 03 00 15 82 39 82 of 83 dc fe 06 b9 8d 80 18 Clen B nine e e
0030 16 a0 07 42 00 00 01 01 08 0a 00 04 b2 2d 01 2d P - =
0040 3C 91 35 33 30 20 4c af &7 62 Ge 20 69 6e &3 &f <.530 Lo gin inco £

Filter: leq 10.1.100.3) and (tcp.port eq 21 and tcp.port eq 33337) j Reset| Apply |Fi|e: tepdump. log




{@ tcpdump.log - Ethereal

File  Edit ‘iew Capture Analyze Help

=lolx

BE=

Mo Infa

=]

EFrame 2 (88 bytes on wire, 83 bytes captured)

HEThernet IT, src: 00:05:9a: 50 o

B Internet Protocol, Se
version: 4
Header Tegs

10.1.100.3)

ECN: 0x00)

: TCP (Ox06)
eader checksum: 0x98cf (correct)
tE e Rl o U R
cstination: 10.1.100.3 (10.1.100.3)
ission control pProtocol, src Port: frp (210, DST Port: 33337 (33337), seq:
ansfer protocol (FTP)

09 08 00 45 00
01 03 01 0a 01
06 b9 8d 80 18

<.530 Lo gin inco
rrect...

I
30 20 4c &f 67
74 2e 0d Oa

I-]

[ |

Filter: laq 10.1.100.3) and (tcp.port eq 21 and tep.port eg 33337) J Reset| Apply ‘ File: tcpdump.log

Detalls on
Demand...

@ Contents of TCP skream

=0l

530 Login incorrect. o

Entire corwersation (22 bytes)

| ASCI « EBCODIC -+ Hex DurPrint}Save As|FiIter out this stream| Close




What Tools are at Y our Disposal...

Tools

What InfoVis can help you see I

Color

Size
Sequence
Filtering
Interactivity

Relationships between X
&Y &Z...

Extremes

Comparisons and
Differences

Trends

http://www.netstumbl er.com/
| mage: http://images.webattack.com/screenfiles/netstumbler.gif



Moretools
— Shape
— Orientation
— Scdle
— Perspective

What InfoVis can help

yOou See
— Anomalies
— Quitliers
— Patterns

http://scanmap3d.sourceforge.net/



Representative Current Research



Sequ0| aview

l\anllllNll\\lllllllllIili

http://www.win.tue.nl/sequoiaview/



Observing Intruder
Behavior

Dr. Rob Erbacher

— Visua Summarizing and

. Analysis Techniques for

S Intrusion Data

' — Multi-Dimensional Data
Visualization

— A Component-Based Event-

Driven Interactive Visualization
Software Architecture

http://otherland.cs.usu.edu/~erbacher/



3 Line appearances and their (b) >

relationships. (a) Telnet and rlogin

connections as solid lines, (c) R e s

(b) privileged FTPs as long dashed

lines, (¢) anonymous FTPs as short > > > >

dashed lines, (d) Network file (d)

system (NFS) accesses as solid lines \
/

with many arrows, (&) initial inetd
port connection, and (f) port scan. (e)

Demo

http://otherland.cs.usu.edu/~erbacher/

(a) }

(b) (<)

2 Basic glyph organization. (a) The initial inetd con-
nection to the system. (b) The resulting connection
after authentication. (a) and (b) also represent the
number of users with connections from the given
remote host and the number of connections by said
users through the use of the cross hatches. The moni-
tored system, (c) showing number of users and load.



Operating System Fingerprinting

Dr. David

Marchette

— Passive
Fingerprinting

— Statistics for

Intrusion
detection

http://www.mts.| hu.edu/~marchette/



Visualizing
Internet Routing
Data

Soon Tee Teoh

Demo

http://graphics.cs.ucdavis.edu/~steoh/
See also treemap basic research: http://www.cs.umd.edu/hcil/treemap-history/index.shtml



Worm
Propagation

 CAIDA

e Young Hyun
 David Moore

e Colleen
Shannon

* Bradley
Huffaker

http://www.calda.org/tool s/visualization/wal rus/exampl es/codered/



| ntrusion Detection and
Visualization Using Perl

Jukka Judlin

3D plot of:

*Time

*SDP (Source-Destination-Port)
*Number of Packets

Data stored in Perl hashes
Output piped to GNUplot

http://www.cs.hut.fi/~jtjuslin/



TCP/IP Seguence
Number Generation

Michal Zalewsk

x[n] = g[n-2] - §n-3]

y[n] = §[n-1] - §{n-2]
z[n] =9N] - s[n-1]

Follow-up paper - http://lcamtuf.coredump.cx/newtcp/
Initial paper - http://razor.bindview.com/publish/papers/tcpseq/print.htmi



High Speed Data
Flow Visuaization

Therminator technology
watches the data stream
and illustrates categories
of data as colored bars
that are proportional in
height to the quantity of
dataat agiventime. The
process is repeated to
form a stacked bar graph
that moves across a
computer screen to show
current and past data
traffic composition.

http://www.fcw.com/fcw/arti cles/2002/1209/web-nsa-12-13-02.asp



Haptic and Visual
| ntrustion Detection

NIVA System

e Craig Scott

o Kofi Nyarko
e TanyaCapers

e Jumoke
Ladgi-Osias

http://portal.acm.org/citation.cfm?d=952873& di=ACM& colI=GUIDE



Atlas of
Cyber Space

http://www.cybergeography.org/atlas/atlas.html



Honeynets

John Levine

 The Use of Honeynets

to Detect Exploited
Systems Across Large
A Enterprise Networks
/\ e Interesting look at
A h/\ detecting zero-day
Ju\, t attacks

http://users.ece.gatech.edu/~owen/Research/Conferenceo20Publications/honeynet_| AW2003.pdf



Port 135 MS BLASTER scans

3500

3000 + /\
2500

2000 \

1500 \

1000 -

Date Public: 7/16/03 Date Attack: 8/11/03
Georgia Tech Honeynett
Source: John Levine, Georgia Tech



Hot Research Areas...

visualizing vulnerabilities

visualizing IDS alarms (NIDS/HIDS)
visualizing worm/virus propagation
visualizing routing anamolies
visualizing large volume computer network logs
visual correlations of security events
visualizing network traffic for security
visualizing attacks in near-real-time
security visualization at line speeds
dynamic attack tree creation (graphic)
forensic visualization

http://www.cs.fit.edu/~pkc/vizdmsecO4/



More Hot Research Areas...

feature selection and construction
Incremental/online learning

noise in the data

skewed data distribution

distributed mining

correlating multiple models

efficient processing of large amounts of data
correlating alerts

signature and anomaly detection

forensic analysis

http://www.cs.fit.edu/~pkc/vizdmsecO4/



One Approach...

e Look at TCP/IP Protocol Stack Data
(particularly header information)

e Find interesting visualizations

* Throw some interesting traffic at them
o Seewhat they can detect

e Refine



|nformation Available On and
Off the Wire

Levels of analysis
External data

— Time

— Size

— Protocol compliance
— Real vs. Actua Values

Matrices of options
Header dlides

http://ai 3.asti.dost.gov.ph/sat/levels.jpg



Examining
Avallable Data...

Link Layer (Ethernet) Network Layer (IP)

Transport Layer (TCP) Transport Layer (UDP)

IP: http://www.ietf.org/rfc/rfcO791.txt

UDP: http://www.ietf.org/rfc/rfcO768.txt

TCP: http://www.ietf.org/rfc/rfc793.txt

Ethernet: http://www.itec.suny.edu/scsys'vms/OV M SDOCO073/V 73/6136/ZK -3743A..gif



Grace

“Graceisa

WY SIWYG 2D
plotting tool for the X
Window System and
M*tif. Grace runs on
practically any
version of Unix-like
OS. Aswell, it has
been successfully
ported to VMS, OS2,
and
Win9*/NT/2000/XP”

http://plasma-gate.weizmann.ac.il/Grace/



Parallel Plot



Examp
Examp
Examp
Examp
Examp

Results

e 1 - Baseline with Normal Traffic
e 2 - Port Scan

e 3 - Port Scan “Fingerprinting”

e 4 - Vulnerability Scanner

e5 - Wargame



Example 1. Baseline

External Port Interna Port Externa 1P Internal |P



Example 2 - PortScan



Defender



Attacker



Example 3- PortScan “ Fingerprinting”

nmap 3.00 default (RH 8.0) nmap 3.00 udp scan (RH 8.0)

Superscan 3.0 Nmap Win 1.3.1



http://www.wire-fu.com/adept/
Brian McLachlan
Used with permission



__ __————_.

SuperScan 3.0 (X'P)

nmap 3 (RH8) nmap 3 UDP (RHS8)

\_ =
NMapWin 3 (XP) nmap 3.5 (XP) nikto 1.32 (XP) SuperScan 4.0 (XP)

Demo




SuperScan 4.0







Three Parallel Scans



Example 4. Vulnerability Scanner
Nessus 2.0.10




Sarab.0.3

Light



Example 5. Wargame



Demo






Port 135

CAN-2003-0605 tcp any 135
The RPC DCOM interface in Windows 2000 SP3 and SP4 allows
remote attackers to cause adenia of service (crash), and local

attackersto use the DoS to hijack the epmapper pipe to gain privileges,
via certain messages to the  RemoteGetClassObject interface that

cause aNULL pointer to be passed to the PerformScmStage function.

CAN-2003-0352 6 any 135
Buffer overflow in acertain DCOM interface for RPC in Microsoft
Windows NT 4.0, 2000, XP, and Server 2003 allows remote attackers
to execute arbitrary code viaa malformed message, as exploited by the

Blaster/M Shlast/L ovSAN worm.

http://isc.incidents.org/port_details.html ?port=135



Conclusions

Limited fingerprinting of toolsis possible

Visualization can help drive better
algorithms

Some attacker techniques can be identified
Some vulnerabilities can be identified



Whereto go for files...

Wwww.rumint.com/interzOne3



Questions?

http://carcino.gen.nz/images/index.php/04980e0b/53c55cab



Backup Slides



Data Format

e tcpdump outputs somewhat verbose output

09: 02: 01. 858240 0:6:5b:4:20:14 0:5:9a:50:70:9 62:
10. 100. 1. 120. 4532 > 10.1.3.0.1080: tcp O (DF)

e parse.pl cleans up output

09 02 01 858240 O0:6:5b:4:20:14 0:5:9a:50:70:9
10.100. 1. 120. 4532 10. 100. 1. 120 4532 10.1.3.0.1080 10.1.3.0
1080 tcp

« analyze.pl extracts/formats for Grace.
0 4532

1080

4537

1080

2370

1080

P OFr O R



Required Files
Perl, tcpdump and grace need to be installed.

- http://www.tcpdump.org/
- http://www.perl.org/
- http://plasma-gate.weizmann.ac.il/Grace/

to install grace...

Download RPMs (or source)
ftp://plasma-gate.weizmann.ac.il/pub/grace/contrib/RPM S

The files you want
grace-5.1.14-1.i386.rpm
pdflib-4.0.3-1.1386.rpm

Install
#rpm -i pdflib-4.0.3-1.i386.rpm
#rpm -i grace-5.1.14-1.i386.rpm



Hello World Example

# tcpdunp -Inng -¢c10 | perl parse.pl | perl analyze. pl
| outfil e. dat

# xngrace outfile.dat &

Optionally you can run xmgrace with an external format language file...

# xngrace outfile.dat -batch formatfile

See ppt file for more detailed howto information



Hello World Example (cont)

Optionally you can run xmgrace with an external format language file...
xngrace outfile.dat -batch formatfile

formatfile isatext file that pre-configures Grace e.g.

title "Port Scan Agai nst Single Host"
subtitle "Superscan w ports 1-1024"
yaxis | abel "Port™

yaxi s | abel place both

yaxi s ticklabel place both

xaxi s ticklabel off

xaxi s tick major off

xaxis tick mnor off

aut oscal e



To Run Demo

See readme.txt

Two demo scripts...
— runme.bat (uses sample dataset)
— runme_sniff.bat (performs live capture, must be root)

Note: you must modify the | P address variable in the
Analyzer script. (See analyzer2.pl for example)



Example 1 - Basdline

e Norma network traffic
— FTP, HTTP, SSH, ICMP...

e CommandLine

— Capture Raw Data

e tcpdunp -1 -nnge -c 1000 tcp or udp | perl parse.pl >
expl outfile.txt

— Run through Analysis Script

e cat expl outfile.txt | perl analyze la.pl >
out put 1a. dat

— Open in Grace
e Xnyrace output la.dat &



Example 1 - Baseline






Example 2 - PortScan

* Light “normal” network traffic (HTTP)

« Command Line
— Run 2a.bat (chmod +x 2a.bat)

echo runni ng experinent 2
echo 1-1024 port scan

tcpdunp -1 -nnge -c¢ 1200 tcp or udp > raw outfile 2.txt

cat raw outfile 2.txt | perl parse 2a.pl > exp2 outfile.txt
cat exp2 outfile.txt | perl analyze 2a.pl > output 2a.dat
Xngrace out put 2a.dat &

echo experinment 2 conpl eted



Example 3- PortScan “ Fingerprinting”
Tools Examined.:

Nmap Win 1.3.1 (on top of Nmap 3.00)
XP Attacker

(http://www.insecure.org/nmap/)

Nmap 3.00
RH 8.0 Attacker

(http://www.insecure.org/nmap/)

eSuperscan 3.0
RH 8.0 Attacker

(http://www.foundstone. com/index.htm?subnav=resources/navigation.ht
mé& subcontent=/resources/proddesc/superscan.htm)



Example 4. Vulnerability
Scanner

« Attacker: RH 8.0 running Nessus 2.0.10
e Target: RH 9.0



Example 5: Wargame

e Attackers. DoD Red Team
e Defenders. US Service Academies

Defenders lock down network, but must
provide certain services

Dataset - http://www.itoc.usma.edu/cdx/2003/1ogs.zip



